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		Report key compromise, certificate misuse, or suspicious activity
	
	

	


















	


	
		General help using an SSL Certificate
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				Name	File	Certificate Thumbprint (sha256)
	Starfield Class 2 Certification Authority Root Certificate	
		sf-class2-root.crt (PEM)
		
sf-class2-root.cer (DER)
		14 65 FA 20 53 97 B8 76 FA A6 F0 A9 95 8E 55 90 E4 0F CC 7F AA 4F B7 C2 C8 67 75 21 FB 5F B6 58
	Starfield Secure Server Certificate (Intermediate Certificate)	
		sf_intermediate.crt.pem (PEM)
		
sf_intermediate.crt (DER)
		05 A6 DB 38 93 91 DF 92 E0 BE 93 FD FA 4D B1 E3 CF 53 90 39 18 B8 D9 D8 5A 9C 39 6C B5 5D F0 30
	Starfield Secure Server Certificate (Cross Intermediate Certificate)	
		sf_cross_intermediate.crt (PEM)
		
sf_cross_intermediate.crt.der (DER)
		D7 34 94 E3 44 6B 02 16 75 73 B3 CD E3 AE 1C 85 84 AC 26 E1 5E 45 AC 3E C0 32 67 08 42 5D 90 FB
	Starfield Certificate Bundles (for cPanel, Plesk, Apache 1.x and 2.x installation only)	
		sf_bundle.crt
		
		05 A6 DB 38 93 91 DF 92 E0 BE 93 FD FA 4D B1 E3 CF 53 90 39 18 B8 D9 D8 5A 9C 39 6C B5 5D F0 30
	Starfield PKCS7 Certificate Intermediates Bundle (for Windows IIS)	
		sf_iis_intermediates.p7b
		
		45 31 14 FF D4 19 A5 14 BD 32 F2 BB FD 48 BB 7D 0F C5 4C 5F C2 C7 E4 EA 45 BD 91 D4 4D DA 39 5F
	Starfield Secure Server Certificate (Cross Intermediate Certificate)	
		sfroot-g2_cross.crt
		
		9F 43 D5 2E 80 8C 20 AF F6 9E 02 FA AC 20 5A AC 68 4E 69 75 21 3D 66 20 FA C6 4B DE 5F CA B4 BC
	Microsoft to Starfield Cross Certificate	
		mscvr-cross-sfroot.crt
		
		3A 93 50 8F 43 B1 1C 68 DB F7 30 6C 64 59 58 F8 0D 68 BE C1 45 1C 93 31 B3 73 5E 4E 0C 46 83 9E
	Starfield Certificate Bundle for Microsoft Windows Driver Signing	
		sf_ms_drv_sign_bundle.p7b
		
		FD 26 BD 3D 05 F2 25 67 28 B8 34 DC DE B5 78 96 61 80 E0 9D 51 10 6D 68 59 AF E3 8F 51 50 B2 36


		

	
	

                    	











	[image: section] Starfield Certificate Chain - G2

	
		
				Name	File	Certificate Thumbprint (sha256)
	Starfield Class 2 Certification Authority Root Certificate - G2	
		sfroot-g2.crt
		
		2C E1 CB 0B F9 D2 F9 E1 02 99 3F BE 21 51 52 C3 B2 DD 0C AB DE 1C 68 E5 31 9B 83 91 54 DB B7 F5
	Starfield Secure Server Certificate (Intermediate Certificate) - G2	
		sfig2.crt.pem (PEM)
		
sfig2.crt (DER)
		93 A0 78 98 D8 9B 2C CA 16 6B A6 F1 F8 A1 41 38 CE 43 82 8E 49 1B 83 19 26 BC 82 47 D3 91 CC 72
	Starfield G2 Code Signing Intermediate	
		sficsg2.cer
		
		26 CF A2 06 75 3E 96 AE D7 C3 0F 56 74 E7 C6 F5 A0 CB 2F 93 83 7A F6 A1 59 6C 2F 79 9C 72 53 85
	Starfield Secure Extended Validation Code Signing CA	
		sf_evcs-g2.crt
		
		F4 1A 69 4B 38 25 94 2D B8 95 23 E9 77 5F 99 7D B9 FA 29 98 39 8D C3 9A 74 B7 26 70 DA CF D4 68
	Microsoft to Starfield G2 Cross Certificate	
		mscvr-cross-sfroot-g2.crt
		
		83 6E 9F BD 6A C0 41 92 6A 07 A0 2E 27 72 6D A4 21 C1 60 18 2B 42 AB 35 A0 1B 9D 18 CB D4 56 7A
	Starfield Certificate Bundle for Microsoft Windows Driver Signing - G2	
		sf_ms_drv_sign_bundle-g2.p7b
		
		7C 9C 7F B1 02 6A 9F 15 DB B9 DC 95 3E EC 7E 81 C5 E6 F6 23 8D D4 02 E9 0F 6A 44 B6 AB EE 39 8A
	Starfield Certificate Bundles - G2	
		sf_bundle-g2.crt
		
		93 A0 78 98 D8 9B 2C CA 16 6B A6 F1 F8 A1 41 38 CE 43 82 8E 49 1B 83 19 26 BC 82 47 D3 91 CC 72
	Starfield PKCS7 Certificate Intermediates Bundle (for Windows IIS) - G2	
		sf-g2_iis_intermediates.p7b
		
		8A DA F1 2A D7 08 62 4A 96 BD A8 00 AF 23 25 BE 1D 8A 27 C1 47 5E 9C 1D E0 C1 2F AF FE 0A 8A A4
	Starfield Certificate Bundles - G2 With Cross to G1	
		sfig2_bundle.crt
		
		93 A0 78 98 D8 9B 2C CA 16 6B A6 F1 F8 A1 41 38 CE 43 82 8E 49 1B 83 19 26 BC 82 47 D3 91 CC 72
	Starfield Certificate Bundles - G2 With Cross to G1, includes Root	
		sf_bundle-g2-g1.crt
		
		93 A0 78 98 D8 9B 2C CA 16 6B A6 F1 F8 A1 41 38 CE 43 82 8E 49 1B 83 19 26 BC 82 47 D3 91 CC 72
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				Name	File	Certificate Thumbprint (sha256)
	Starfield Services Root Certificate	
		sfsroot.crt
		
		B5 BD 2C B7 9C BD 19 07 29 8D 6B DF 48 42 E5 16 D8 C7 8F A6 FC 96 D2 5F 71 AF 81 4E 16 CC 24 5E
	Starfield Services Root Certificate - G2	This root certificate is now operated by Amazon. It can be found at http://www.awstrust.com/repository/
	Starfield Services G1 to G2 Cross Certificate	
		sfsroot-g2_cross.crt
		
		EB 15 9C 92 2A 3F C2 19 14 75 CA 20 A5 38 16 D8 7A 38 A1 A7 9A 72 64 78 91 93 D2 F1 F7 50 E8 5E
	Starfield G1 to Starfield Services G2 Cross Certificate	
		sfsroot-g2_sf-g1_cross.crt
		
		2D 12 B6 19 A6 60 CE FB 01 32 71 83 1D 89 12 13 FC 43 4E 98 2A 21 56 82 56 CF 4E 2E 86 32 4B EA
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	Certificate Policy and Certification Practice Statement

	
	Premium EV Subscriber Agreement

	
	Relying Party Agreement

	
	Subscriber Agreement

	
	Automated Domain Validation Testing Procedures

	
	Certificate Services Agreement
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	WebTrust Principles and Criteria for Certification Authorities – SSL Baseline with Network Security

	
	WebTrust Principles and Criteria for Certification Authorities – Extended Validation SSL

	
	WebTrust Principles and Criteria for Certification Authorities

	
	WebTrust Principles and Criteria for Certification Authorities - Publicly Trusted Code Signing
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	Starfield Root CRL

	
	Starfield G2 Root CRL

	
	Starfield Services Root CRL

	
	Starfield Signing CRL

	
	Starfield G2 Signing CRL
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	Personal Statement Of Attestation

	Professional Opinion Letter: PDF or online form
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    Approved Incorporating and Registration Agencies
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